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Introduction to Qualys App for QRadar

Use the Qualys App for QRadar to ingest your Qualys VM detections into QRadar and visualize
them on a single page. All you need to do is install the app, configure the app and schedule the
sync. The Qualys App will continuously pull your detection delta, so you always see updated
reports. Want to visualize historical data? Just use date-time pickers given in the Qualys App and
see useful reports.

What’s New in This Release

Features / Improvements:

Support for multi-tenant environment
Updates for Summary Tab Widget and Reports / Search Tab

QRadar authentication token workflow is improved to upgrade existing version of Qualys
App for QRadar and for fresh installations

Improved the Qualys App Settings interface. Added Advanced tab which shows the
success and failure messages for the etls running with process ids. User can download etl
logs from Advanced tab

Prerequisites

Make sure you have:

A valid Qualys subscription

API access to Qualys VM module

Knowledgebase API access, if you want to enable Knowledgebase input
Internet access and your Qualys API server must be reachable from QRadar

Install the App

Note

U1
~

Changes made for AQL are not compatible with QRadar 7.2.8 if your Qualys App
version is 1.1.0 or later.

If you're using Qualys App for QRadar with version 1.1.2 or before, you need to
uninstall existing app.

Log in to QRadar and go to the Admin tab.

Click Extensions Management.

Click the Add button and upload the extensions .zip file. Don’t have it? Click here to
download Qualys App for QRadar.

Confirm whether you want to replace/skip any existing contents with those coming from
the extension and click the Install button.

Note: If you're upgrading Qualys App for QRadar by unchecking “Start default instance
for each App” option, it will still create shared instance. In this case, you need to delete
the shared instance from QRadar Assistant app and manually create separate instances
for desired security profile. For more information, refer Creating an instance.

Once installation is completed, refresh your QRadar user interface.
You should see the tab Qualys App for QRadar in the top menu.
Deploy changes once app installation is completed.
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Application Dependencies

This application has the following dependencies. These are installed by QRadar’s application
management while spinning up the application container.

- vixie-cron
- python-crontab-2.1.1.tar.gz
- pycrypto-2.6.1.tar.gz

The vixie-cron is installed by installing the rpm of cronie-anacron-1.4.4-16.el6_8.2.x86_64 &
cronie-1.4.4-16.el6_8.2.x86_64, whereas python-crontab-2.1.1 is installed locally using pip
command.

Starting from version 1.1.0, all application dependencies are bundled with the application itself.

Validating Dependencies

Please go through each of the sections listed below. You need to carry out the following steps
manually, right after you install the app and before you start using it. Some sections may not be
applicable in your case, and you may need to skip them.

Log Source Event Mapping

1) Go to Admin > DSM Editor.
2) In Select Log Source Type, search for “Qualys LEEF” and click Select button.

Select Log Source Type

Choose an existing Log Source Type to modify, or create a new Log Source Type

‘ Qualys LEEA]

Qualys LEEF o

reate New Bl -

3) From the Qualys LEEF screen, go to Event Mappings tab. The requirement is that there
should be mapping for QualysMultiline and if you don’t see mapping for QualysMultiline,
create new (refer below steps).

4) Click + icon to add a new mapping. The “Create a new Event Mapping" pop-up opens. Set
Event ID as “QualysMultiline” (without quotes) and Category as “QualysMultiline”
(without quotes).

5) Click the Choose Event link. In the “Event Categorizations” pop-up that opens, click the
Create New button. Set the values as follows:

- Name: QualysMultiline Information
- Description: QualysMultiline Information
- Log Source Type: Qualys LEEF
- High Level Category: System
- Low Level Category: Information
- Severity: 2
6) Click Save. This will take you back to “Event Categorizations”.
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Click and select the newly created entry, which is shown in the “Search Results” table.
Click Ok. This takes you back to “Create a new Event Mapping”.
Click Create. This takes you back to “Qualys LEEF” pop-up - Event Mappings tab.

) Confirm that you now have 3 entries, including Event ID “QualysMultiline” - Category

“QualysMultiline”.

11) Finally, click Save and close the window.

Enable Last Scan Datetime Parsing

Go to Admin > DSM Editor.

In Select Log Source Type, search and select “Qualys LEEF”.

In the pop-up that opens, go to Properties. In the list of properties, search and open “Last
Scan Datetime”.

In the Property Configuration > Expression section, click Edit.

Notice the Enabled field. This field may be in disabled state (grayed out). If disabled,
select the Enabled field. It changes color.

Click OK in the Expression section.

Click Save and close the window.

Log Source

When you install app, it will create a new Log Source named “QualysMultiline”. Please check if it
is created. You can also create the custom log source for the Qualys app with following steps.
Keep the configuration of custom log source same as that mentioned below.

Qualys VM will send the data to QRadar console only. The user will not be able to use the
app for distributed setup.

On your console Ul, go to Admin > Data Sources > Log Sources and click the Add button.
Add the details shown below to the form to Create QualysMultiline Log Source. All fields
marked with an asterisk (*) are mandatory. Make sure your Log Source Name and Log
Source Identifier have same value.

Property Value

Log Source Name QualysMultiline (Customizable) *

Log Source Description QualysMultiline

Log Source Type Qualys LEEF *

Protocol Configuration TCP Multiline Syslog *

Log Source Identifier QualysMultiline (Customizable, but *
same as Log Source Name)

Listen Port 12468 (Customizable)

Aggregation Method Start/End Matching *

Event Start Pattern [A-Z][a-z][a- *
z]\s\d\d\s\d\d:\d\d:\d\d\s

Event End Pattern qualys_event_ends *

Event Formatter No Formatting *

Show Advance Option Yes *

Use Custom Source Name Unchecked *

Use As A Gateway Log Source Checked *

Flatten Multiline Events Into Single Line Checked *

Retain Entire Lines During Event Checked *

Aggregation

Enabled Checked *
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Credibility 5

Target Event Collector <default/your choice>

Coalescing Events Unchecked *
Store Event Payload Checked *
Log Source Extension QualysLEEFCustom_ext *

4) Click Save.

If you need to create this new Log Source manually, you must do a full deployment. For that,
please go to Admin > Advance and click Deploy Full Configuration.

Custom Event Properties

1) Go to Admin > Log Sources and confirm that QualysMultiline Log Source is Enabled. If it
is disabled, please enable it.

2) Go to Admin > Custom Event Properties and confirm that all 25 Qualys related
properties are Enabled and are linked to “Qualys LEEF” log source type.

Qualys related properties are:

- App Version

- PCIFlag

- Qualys QID

- Severity Level

- QID Category

- CVE

- Last Fixed Datetime
- Operating System

- Qualys Host ID

- Tracking Method

- First Found Datetime
- Qualys Severity

- Last Scan Datetime

- ApplID

- Last Test Datetime

- Detection Type

- Patchable

- Last Update Datetime
- Network ID

- Last Found Datetime
- QID Title

- HostIP

- Status

- DNS

- Tags

For the Qualys related properties, complete these checks:

1) If any property is disabled, enable it.

2) 1If any property does not belong to the Qualys LEEF log source type, please open it to edit
and select Qualys LEEF as the log source type.

3) If any property does not belong to QualysMultiline log source, open it to edit and select
QualysMultiline as log source.
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4) Please check if all Custom Event Properties have Event Name as QualysMultiline
Information. If not, select Event Name as QualysMultiline Information.
5) Finally, save the properties.

If you do not see the properties, please refer to the Troubleshooting section in this document to
learn how to delete and recreate Log Source Type “Qualys LEEF”.

For any change in Custom Event Properties, it is recommended to do Deploy Full Configuration.
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Configure the App

For Single User Instance - If you want to use Qualys App for QRadar as single user instance, you
just need to configure the steps mentioned in Qualys API Configurations.

Multi-tenant Environment - If you want to use Qualys App for QRadar in multi-tenant
environment, you need to configure the steps mentioned in Multi-tenant Environment section
and then the steps mentioned in Qualys API Configurations.

Qualys API Configurations

Complete the following steps once you configure the app.

1) Login to QRadar and go to the Admin tab.
2) Scroll to “Apps” section and click Qualys App Settings. A pop-up window opens.

Credentials

QRadar Authorization token is used while interacting securely with QRadar. You can obtain this
token from Admin > User Management > Authorized Service.

For multi-tenant environment, make sure that you create an authentication token with user role
permission specific to the security profile's user and select security profile same as that of the
Instance is created and configured. For more information, refer Adding an authorized service.

For example, here we've created instance for Security Profile A and users that will be using this
instance has user role as User Role A. Hence, while creating authentication token for the created
instance, follow the steps:

Go to Authorized Services in Admin tab

Click Add Authorized Service.

Enter the desired Service Name.

Select User Role as User Role A.

Select Security Profile as Security Profile A.

Set the expiry date as required.

Click Create Service and then click Deploy changes.

L NSRS

=
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Credentials Host Detection Knowledgebase Advanced

To get started, an authorization token of respective user role and security profile is required. Please contact your system administrator to generate an authorization service token. i
Note: Deploy changes once the token is created.

QRadar Authorization Token

Log Source Name Select v
Quialys API Server URL https://qualysapi.qualys.com

Qualys API Username Enter Qualys account user name

Qualys AP| Password Enter Qualys account password

O Use a proxy server for API calls

Proxy Server 10.10.10.2:8080

SEV

Use the Credentials tab to configure your Qualys credentials. Enter your Qualys API server,
username and password in the appropriate fields.

Credentials Host Detection Knowledgebase Advanced

QRadar Authorization Token

Log Source Name QualysMultiline A

Qualys APl Server URL https://qualysapi.qg2.apps.qualys.eu

Qualys APl Username quayslini

Qualys API Password

Use a proxy server for API calls
Proxy Server https-//

Proxy Configuration

If you want Qualys app to use proxy while calling the API, configure proxy details.
Select the check box to enable proxy.

Add your proxy server and proxy portin <proxy server>:<proxy port> format.

If your proxy needs authentication, add proxy user and proxy password along with server and
port, in <proxy user>:<proxy password>@<proxy server>:<proxy port> format.
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Host Detection

Use the Host Detection tab to configure and enable Host Detection input.

Credentials Knowledgebase Advanced
Enable Host Detection fetch

Host Detection Cron Schedule 2rrEE

Start Date-Time 2000-01-01T00:00:00Z
Extra APl Parameters {"show_igs": 1}

Add Tags to Events

You must enable this input in order to use this extension. To enable this input, select the
checkbox in front of Enable Host Detection fetch.

In the Host Detection Cron Schedule field, write a valid cron entry (time part only). Your input
will run according to this schedule. This is a mandatory field. It’s advised that you keep the cron
schedule in sync with your scanning schedule. For example, if you run scans once a day,
schedule this input to run once a day. Learn about cron expressions...

(Optional) In the “Start Date-Time” field, enter the date from which you wish to fetch the VM
detection data. The date/time is specified in YYYY-MM-DD[THH:MM:SSZ] format (UTC/GMT),
like “2007-01-25T23:12:00Z”. This field is optional and may be left blank. When left blank, it
defaults to 1999-01-01T00:00:00Z.

(Optional) If you want to provide any extra parameters for the Host Detection API, set them in
the Extra API Parameters field, in valid JSON format. Please refer to the Qualys API (VM, PC) User
Guide for a list of API input parameters. This field is optional and may be left blank.

(Optional) If you want to get Tags in VM detection data, select the “Add Tags to Events” option.

Knowledgebase
Use Knowledgebase tab to configure and enable Knowledgebase input.

A copy of Qualys knowledgebase is bundled with this extension. To keep it up to date, please
enable this input. It is advised that you update your knowledgebase copy at least once a week.

To enable this input, select the checkbox in front of Enable Knowledgebase fetch.

In the Knowledgebase Cron Schedule field, write a valid cron entry (time part only). Your input
will run according to this schedule. This is a mandatory field. You might not want to run this
every day. Once a week is also OK. Learn about cron expressions...

(Optional) If you want to provide any extra parameters for the Knowledgebase API, set them in
the Extra API Parameters field, in valid JSON format. Please refer to the Qualys API (VM, PC) User
Guide for a list of API input parameters. This field is optional and may be left blank.
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You can specify KB table batch size to define the number of records to be pulled for faster
loading.

Credentials Host Detection Advanced
Enable Knowledgebase fetch
Knowledgebase Cron Schedule R
Extra APl Parameters {"is_patchable": 1}
KB table batch size 1000
Advanced

Use Advanced tab to see the last success and last failure for host detection and knowledgebase.

Credentials Host Detection Knowledgebase

Host Detection Knowledgebase
Last Success Last Success
5 hours ago 5 hours ago
2091 host detection(s) logged Added 107 new QID(s) and updated 60 QID(s)
Last Failure Last Failure
4 hours ago 5 hours ago
Error during request to Error during request to
https://qualysapi.p03.eng.sjc01.qualys.com/api/2.0/fo/asset/host/ https:/fqualysapi.p03.eng.sjc01.qualys.com/api/2.0/fo/knowledge
vm/detection/. Please check if the Qualys username & password _base/vuln/: local variable response’ referenced before
or proxy is correct. <urlopen error timed out= assignment

Download Application Logs

This includes the app.log, startup.log & background job's log files.

Application ID: 1219

Save
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Advanced Configurations

These are the advanced and optional configurations which provides you additional benefits
while using Qualys App for QRadar!

Index Management

From the QRadar Console, you can use the Index Management tool to control database indexing
on event and flow properties. By adding an indexed field in your search query, it helps to
improve the speed of searches in QRadar by narrowing the overall data. Learn how to modify
database indexing in the Index Management tool by making use of statistics before and after you
enable or disable indexing on multiple properties.

Steps to enable indexing for the specific custom event properties:

1) On the navigation menu, click Admin and then click Index Management in the System
Configuration section.

2) Search, select and click Enable Index for the below mentioned properties:

e Qualys Host Id (custom)

e Qualys Severity (custom)
e Qualys QID (custom)

e Status (custom)

e Last Scan Date (custom)

e Detection Type (custom)

Once you click Enable Index, Indexed column shows @ (green bubble) for the indexed property.

@ Enavie ingex @) Disavie index [ [aualys Host1d ous )

Display: Last30 Days w View: All v Database: All v Show: All ~

Index management allows yeu to control database indexing, which can optimize search performance for frequently used criteria. The system supperts multiple indexed properties. Properties that can be indexed in the system are listed below.

WARNING : Enabling indexing on too many properties, can have a negative impact on system performance. It is important that you return to this page after agjusting indexing to monitor the health of the indexes.

i % of Searches Using Property % of Searches Hitting Index % of Searches Missing Index Data Written Database
. QUalYS Host Id (custom) 2.04% 0% 98.8% 0KE events.

Enable Index
1 Disable Index
]
1
]
1
1
|I @ ravie index () Disavie 68X | Qualys Hostid (cus )
1
|l Display: | Last30 Days v View: | All ~ Database: All ~ Show: | All ~
'l Index management allows you to control database indexing, which can eptimize search performance for frequently used criteria. The system supports multiple indexed properties. Properties that can be indexed in the system are listed below.
‘\ WARNING Enammg |ndexmg on too many propenies‘ can have a negauve \mpac{ on system performanr,e, Itis |mpmrtanl that you return to this page after adjuslmg indexmg to monitor the health of the indexes.

\

\\ i Property % of Searches Using Property % of Searches Hitting Index % of Searches Missing Index Data Written Database
\‘ Qualys Host Id (custom) 2.04% 0% 98.8% OKB events

3) Click Save.

For more information, refer Index management.
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Multi-tenant Environment

Multitenant environments allow Managed Security Service Providers (MSSPs) and multi-
divisional organizations to provide security services to multiple client organizations from a
single and shared IBM QRadar deployment. You don't have to deploy a unique QRadar instance
for each customer.

In a multitenant deployment, you ensure that customers see only their data by creating domains
that are based on their QRadar input sources. Then, use security profiles and user roles to
manage privileges for large groups of users within the domain. Security profiles and user roles
ensure that users have access to only the authorized information.

Achieving Multi-tenancy and Segregating Data into Different Log Sources

Prerequisites for Setup:
e QRadar Version should be 7.4.0 (Fix pack 1) or later
e QRadar Assistant App must be installed with Version 3.0.0 or later
e Qualys App for QRadar Version 1.2.0 (or later ) should be installed
e QRadar Log Source Management app should be installed

Prerequisites for Configurations:

e (Creating Log Sources - Event ID, Event Category and Event Mappings
Creating Tenant
Creating and assigning a domain to the tenant
Creating a Security profile and associating Domains and Log sources to it
Creating a user role for Tenant users
Create the tenant users with desired User role and Security profile

Qualys App for IBM QRadar 15
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Configuring Log Source

User can create custom log sources of "Qualys LEEF" log source type to segregate the data. For
more information, see Creating Log Sources.

1. After creating Log Sources, go to DSM Editor and search for "Qualys LEEF" log source

type.

Add Event ID and Event Category in Properties tab specific to the log source for which

data is to be pulled. In DSM Editor in Qualys LEEF log source ‘Properties’ tab user will
need to create a new Event Id and Event Category like 'QualysMultiline' as per the Log
source created, add format string for both Event Id and Event Category then save it.

Qo
Qualys LEEF | change |
Qualys LEEF . v
Properties Event Mappings Configuration Properties Event Mappings Configuration
event |
| event |
rY
rY
Event Category v I_E:rgnt’l R v
Property Configuration Property Configuration

V| Override system behavior

Expression Type Regex
Expression (i ] (QualysMultiline)
Format String i ] $1

w' Use Predictive Parsing i ]

Expression
Expression Type Regex
Expression @ (Qualys Sydney)

Format String 0 $1

w' Use Predictive Parsing (i ]

Expressions (7) +®
Expression

Edit

Edit

v’ Override system behavior
Expressions (5 -Z

Expression

Expression Type Regex

Expression @ (QualysMultiline)
Format String 0 $1

| Use Predictive Parsing @

Edit

Expression
Expression Type Regex
Expression @ (Qualys Sydney)
FormatString @ $1

v Use Predictive Parsing (]

Edit
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3. Create the event mapper in the "Event Mappings" tab specific for the created log source-

e User will need to create event mapper in "Event Mappings" tab and choose the
already existing QID i.e. 'QualysMultiline".

e Enter the same values in "Event ID" and "Event Category" field as per the log source
name and then click Choose QID and search for "QualysMultiline Information".

Note: This way the user created event mapper will inherit the configurations of the
"QualysMultiline" event mapper that comes bundled with app installation.

Workspace
Qualys LEEF
JE 7
Properties | EventMappings | Configuration QID Records
n ‘Search for an existing QID record to assign, or Create a new one
QualysBarcelona High Level Category | Any - ‘
An ~

QualysBarcelona Low Level Category | v ‘

Log Source Type [ Any -]
QualysCalifornia QID/Name | QualysMuliline ‘]
QualysCalifornia search
QualysChina

! Search Results

Qualyschina Name Severity High Level Category. Low Level Category.

i QualysMuliine Information i System Information
EEEET § This Event will map the QualysMultiine events in Qradar. :
QualysMadrid

Log

QualysMutiline
QualysMultline
QualysSydney
QualysSydney

Total: 1 Selected: 1 1 10(25(50 +
Qualysales
Qualyswales =

‘ s Create New QID Record [ o ] Cancel
. Export

Close

Now, user will be able to pull the data into the desired Log Source by following the above steps
and saving the same log source in the Qualys app settings.

Managing Multi-tenant Apps

Qualys App for QRadar can now be used in multi-tenant environment for QRadar V.7.4.0 (Fix
pack 1) or later.

When a user installs the app, they are presented with the option to create a default instance.
Users can select this option if they only want a single instance of the app, or the app does not
need to support multi-tenancy. If a user does not select the Default Instance option, they must
create a separate instance and associate each instance with a security profile to keep all your
data separate.

Creating an Instance

1. Click the QRadar Assistant app icon (), and then click Applications.

2. Ensure you're in the List View (Manage > List View option) in Application Manager.

3. In the Installed Extensions section, click the ellipsis icon ( *** ) in the Options column of
the extension and then click Create New Instance.
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Dashboard Offenses. ks Admin Pulse Use Case Manager Qualys App for ORadar Sysieen Time: 1247 PM

IBM QRadar Assistant

Home  Applications ICI
Installed Extensions
Filter By
Status (3) -
Options
FailedtoInstall  Create New Instance ) . . X
. First, let's choose a security profile )
Bunning o Select Security Profile When creating & new instance of an Extension, it must be bound to a security profile.
- Please select a security profile from the table below before continuing. Only one 0.
security profile can be selected.
2 Select User Role I
If this instance requires an authorized service token, that authorized service must be
aszigned the same security profile selected here.
. 10...
3 Summary & Finish
Search Q,
10...
S;r?ﬁrit: Domains Users
» (:) Admin default, Domain-Japan, Domain... 1
> SP-Canada Domain-Canada 1
Options
> ) SP-lapan Domain-Japan 1
o) sP-NZ Domain-NZ 1
» (:) SP-Scotland Domain-Scotland 1
Options

Select the security profile for which the app instance is to be created and click Next.
Select user role shown for the selected security profile and click Next.

Review the summary and click Confirm & Create to create an instance.

Once you confirm the changes, the app will be installed for that security profile and app
instance will be created.

Run the following command to check the app ID for the instance:
/opt/gradar/support/recon ps

No Ve

8. Go to Admin tab and click Deploy Changes.
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Managing Instances

After creating multiple instances, it will be listed as shown below with the total memory
consumed and the memory for each instance.

Dashboard Offenses.

= IBM QRadar

Vulnerabiities.

Admin Pulse

Use Case Manager Gualys App for ORtadar

IBM QRadar Assistant

Home  Applications 0

Search N oo <
Installed Extensions oo
Filter By
Status (3 MNumber
e 1D Name Status Version of Ml;t:l Insiéalled IBaStt:“ Options
Failed to Install Instances i Y
Error / Stopped a9 Qualys App for QRadar Running 120 2 400 MB admin Jan12, 2 .
Running = _
L Security Created Creation -
Instance Name Status Profile Memaory By Date Options
Qualys App for QRadar-SP-Canada Running SP-Canada 200 MB admin Jan12 2
Qualys App for QRadar-shared Running shared 200 MB configse... Jani13, 2

o What is an instance T

o Why would I want to create multiple
instances ?

o How do I create an instance ¥

Do not show this message again

4 (QRadar Use Case Manager Running 2.3.0 1 500 MB configser... Jan06, 2.
3 (QRadar Assistant App Running 3.02 1 A00ME configser... Jan06, 2.
2 QRadar Pulse - QRadar v7.3.0+ Running 2.2.3 1 550 MB configser... Jam06, 2...
1 (QRadar Log Source Management Running 6.0.0 1 100 MB configser... Jan06, 2.

To configure the Qualys App Settings from IBM QRadar Assistant for the created instances,
follow the steps mentioned below:

1. Click on the ellipsis icon ( *** ) in the Options column for the instance and then click
Configure Instance > Qualys App Settings option.
2. Do various configurations on the Configuration Page. For more information, see Qualys

App Settings.

For more information related to other options, refer Managing instances.

Configuring Instance

For multi-tenant instance, once you complete above configurations, you need to proceed with
Qualys API Configurations.
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How Qualys App works?

What happens after configuration?

Once you configure and enable Host Detection input, the application bundled with this extension
will start fetching your VM detection data. By default, it will pull detection data for 10 hosts at a
time. This value is set to such a small number to make sure the app can process your data
without hitting the memory limit governed by QRadar. For first run, it might take some time
depending on your scan volume. After that, subsequent pulls are incremental ones - fetching
only new/changed data.

How does data get into QRadar?

Whenever cron runs any job (based on the cron schedule you defined), it makes outbound API
call to Qualys, transforms the XML response it receives into LEEF format and sends it to the
QRadar over socket using TCP port configured in “QualysMultiline” Log Source. Using DSM editor
and “QualysLEEF” Log Source Type provided with this extension, QRadar then puts this data into
the “events” table in Ariel database.

Using the Qualys app

Summary

When you click the Qualys App for QRadar tab in the top menu, you'll see a summary
dashboard provided by the app. It renders the following reports:

- Count of Active Hosts

- Detections by Severity

- Detections by Status

- Detections by Type

- Hosts Not Scanned in Last 30 Days
- Top 10 Vulnerabilities
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-
Dosbomd Ofersss Loty NewoAciy  Asmes - - System Time: 05 P
Summaryy | Knowkdgebase | Repods || Seamh

Start Date Time | 2000-01-05 15:00 End DateTime | 2021-01-12 1554 -

Active Hosts © Detections by Severity © Detections by Status * Detections by Type

724875 :

New M Active M Fixed M Re-Opened  Info M Confirmed M Potential
Top 10 Affected Hosts * Top 10 Vulnerabilities
Qualys Host Id HostIP Total Vulnerability v Vulnerability Affected Hosts ~ +
71226535 535.0 Predictable TCP Initial Sequence Numbers Vulnerability [82005] 10016
30337955 5280 Accessible Anonymous FTP Server [27000] 7384
45998421 514.0 WU-FTPD SockPrinti() Remote Stack-based Buffer Overrun -
Vulnerabiliy [27275]
49728652 500.0
WU-FTPD S/Key Remote Buffer Overrun Vuinerabilty [27276] 7204
49835367 500.0
WU-FTPD FB_RealPath Off-By-One Buffer Overflow Vulnerability
16630435 499.0 [27200] R
SBED 420 WU-FTPD Restricted-gid Unauthorized Access Vulnerability 20
49764529 4985.0 [27274)
19985986 1900 WU-FTPD fipglob Function Buffer Overfiow Vunerabilfy [27159] 7201
49080005 50 WU-FTPd Debug Mode Client Hostname Format String -
[27058]
WU-FTPd PASV Vulnerabilty [27057] 7290
Possible WU-FTRd Remote Root Access with 'SITE EXEC! 250

Command [27043]

By default, these reports are based on detection data in the last 20 days. To change this date-
time range, use “Start Date-Time” and “End Date-Time” and click the Search button. When you
click Search, all the reports are updated according to the new date-time range that you've
defined.

Knowledgebase

The application has a default copy of knowledgebase bundled with it. This menu shows you
some visualizations about current knowledgebase copy. If you enabled knowledgebase input,
this copy will be kept up to date. It also shows knowledgebase in tabular format.

=  IBMQRadar

Dot Ofemses  Leg hs = Vanwmbites  Admn  Pus  UseCasMwapr  QuibeAmforQfadr Syiem Time: 45 PU.
Total Vulnerabilities -

59100

Vulnerabilities by Type Vulnerabilities by Patchability Vulnerabilities by Severity

 Local Ml SUSE M Fedora @ OEL  CGI ™ Ubuntu® L] W Potential i H Yes M No M2 3E4ms5
Debian M RedHat ~ Amazon Linux | Windows ity or Potential
Knowledgebase

ap + Title Category Type Patchable Published On Last Service Modification pel CVEs
5 DNSHOSL  ormation gathering  mOTTAIOT gy, 1999-01-01T08:00:002 2018-01-04T17:39:372 No
Name Gathered
9 OpenREC - ppg Information 1999-01-01T08:00:00Z 2019-01-24T19:17:132 No
Services List Gathered
Hidden RPC
1 RPC Vuinerabifiy Mo 1999-01-01708:00:002 1999-01-01708:00:002 Yes
Services
32 Danite Banner General remote services 'G";‘:;';‘z;“” No 2000-11-22T18:20:327 2020-12-01T15:57:562 No
1000 RETUEP EFErpmiiesn  [Fams) No 1999-01-01T08:00:002 2020-07-13T23:06:412 Yes
Backdoor  horses Vulnerabity
"Back Orifice”  Backdoors and trojan
1001 g Vulneratilty Mo 1999-01-01T08:00:002 2019-01-02T19:25:542 Yes
Backdoor  horses
1002 GifFriend” - Backdoors andWORN sy No 1999-01-01T08:00:00Z 2019-01-02T19:34:592 Yes
Backdoor  horses
Potential TCP Backdoors and trojan  Potential
1004 i " i No 1999-01-01705.00:002 2009-06-04T21:40.122 Yes M

Qualys App for IBM QRadar 21



Reports

You can view reports for vulnerabilities by hosts and hosts by vulnerabilities within specific date
range.

€ o 9

Pulse  UseCaseManager  Qualys App for ORadar System Time: 4:42 PM

Start Date-Time = 2000-01-05 16:3 End Date-Time | 2021-01-12 16:37

Showing 1 to 20 of 24,875 entries First Previous \I\ 2 3 4 5 1244 Mext Last
Host ID IP Address Operating System Total Vulnerabilities

71226535 Red Hat Enterprise Linux Server 6.0 535

30337955 Windows 7 Ultimate Service Pack 1 528

45998421 Windows Server 2003 R2 Service Pack 2 514

49728652 Windows XP 509

49836367 Red Hat Enterprise Linux Server 5 500

50013375 Red Hat Enterprise Linux Server 5 499

Windows 2008 Enterprise Server 64 bit Edition
16630435 A - 499
Service Pack 2

49764529 Windows XP 495
49995286 Solaris 5.10 5/08 1386 490
49990096 Solaris 5.10 10/08 i386 475
49726573 Windows 2008 Enterprize Server Service Pack 2 470
33118975 Windows XP 64 bit Edition Service Pack 2 464
46462409 Solaris 5.10 5/09 i386 460
49764128 Windows Server 2003 R2 Service Pack 2 453
49764790 Solaris 5.10 5/09 i386 450
55695002 Windows XP 443
41531087 Windows 2008 Enterprize Server Service Pack 2 448
37112780 Windows 2000 Server AD Service Pack 3 446
41316129 Iéiir;r;lzi-zm Embedded Device / F5 Networks 442
93094198 Solaris 5.10 5/09 1386 435
Showing 1 to 20 of 24,875 entries First Previous \I\ 2 3 4 5 1244 Mext Last

Click on count of Total Vulnerabilities to view vulnerabilities on the host.

Showing Vulnerablilities on 71226535

Showing 1 to 20 of 535 entries
First Previous E 2 3 4 5 27 MNext Last

QiD QID Title Severity Category ?;;:l:tlon Patchable Status
Apache HTTP Server HitpOnly e
87120 Coockie Information Disclosure 3 Web server Confirmed  Yes New
Vulnerability
Apache Web Server ETag Header
86477 p .v . g 1 Web server Confirmed No Mew
Information Disclosure Weakness
Web Server HTTP Trace/Track v
4 »

Showing 1 to 20 of 535 entries
First Previous E 2 3 4 5 27 MNext Last
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Pulse Use Case Manager Qualys App for ORadar System Time: 4:45 PM
Reports Search
Vluins by Hosts.
Hosts by Vuins.
Start Date-Time  2005-01-05 16 « dDateTime | 2021-01-12 16:4 m
Showing 1 to 20 of 11,542 entries First Previous 2 3 4 5 578 Next Last
Qip QD Title Severity Category  Detection Type Patchable Total Hosts
82005 Predictable TCF Inifial Sequence Numbers Vulnerability 2 TCPAP Confirmed No 10916
File Ti i
27000 Accessible Anonymous FTF Server 2 e franster Confirmed No 7344
Protocol
. File Transfer ;
27276 WU-FTPD S/Key Remofe Buffer Overrun Vulnerability 5 Protocal Potential Yes 7294
. - File Transfer )
27275  WU-FTPD SockPrinti{) Remote Stack-based Buffer Overrun Vulnerability 4 Protocal Potential No 7294
File Ti i
27200 WU-FTPD FE_RealPath Off-By-One Buffer Overflow Vulnerability 4 P'rsm;':s *" Potential Yes 7203
. . ) - File Transfer )
27274 WU-FTPD Restricted-gid Unauthorized Access Vulnerability 4 erotocal Potential Yes 7292
: ) - File Transfer ;
27058 WU-FTPd Debug Mode Client Hostname Format String Vulnerability &) Protocal Potential No 7291
] . File Transfer )
27158  WU-FTPD fipglob Function Buffer Overflow Vulnerability 4 Pratocol Fotential Yes 7291
File Ti i
27057 WU-FTPd PASV Vulnerabilty 3 e TANSIET b tential No 7200
Protocol
27043 Possiple WU-FTPd Remote Root Access with "SITE EXEC” Command 5 :’Ist;l'::sfer FPotential Yes 7290
. . . Security
105456 EOL/Obsolete Software: Microsoft Internet Information Services (115) 5.x Detected 5 Policy Confirmed No 7221
Click on count of Total Hosts to view affected hosts on QID.
Showing Affected Host for 27000
Showing 1 to 20 of 7,344 entries
First Previous E 2 3 4 5 368 MNext Last
HostID IP Address  Operating System Status
93751696 Debian Linux 7.1 MNew -
93744170 Windows NT4 Active
75895479 HP EladeSystem Active
60183030 Windows 2000 Service Pack 3-4 Active
60188019 Linux 2 4-2 G/ Embedded Device / F5 Networks Big-IP Mew
55690307 Windows NT4 MNew hd
Showing 1 to 20 of 7,344 entries
First Previous E 2 3 4 5 368 Mext Last
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Search

You can search for vulnerabilities in Search tab by QID or CVE or by IP address.
Search by IP Address:

¢ o2

Puise Use Case Manager Qualys App for QRadar System Time: 423 PM

. by IP address

Search for Vulnerabilities bl
by QID or CVE
Start Date-Time =~ 2005-01-05 16:0 IP Address(s) m
Showing 1 to 1 of 1 entries First Previous ‘I\ Next Last
HostID IP Address Operating System Confirmed Vulnerabilities
13126352 Wm@ws Server 2012 R2 Standard 64 bit 136
Edition

Showing 1to 1 of 1 entries First Previous E MNext Last

Click on the count of Confirm Vulnerabilities to view vulnerabilities on the host.
Showing Vulnerablilities on 13126852

Showing 1 to 20 of 336 entries

First Previous E 2 3 4 5 7 Next Last

Detection

QID  QID Title CVE Severity Category Type Patchable Status
Microsoft Windows Y
Elevation of

. CVE-2020- ) )

91709 Privilege 17008 3 Windows Confirmed No Active
Vulnerability - Zero
Day

CVE-2020-
17140;CVE-

w
2020-

Showing 1to 20 of 336 entries

First Previous E 2 3 4 5 17 Next Last
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Search by QID or CVE:

IBM QRadar

Adriin Pulse Use Case Manager Qualys App for QRtadar

Search for Vulnerabilities b

Start Date-Time = 2006-01-05 16:2 ®QID C 91709
Showing 1 to 1 of 1 entries First Previous \I\ Next Last
Detection Total
1D 1D Titl: CVE & i Cate Patchabl
Ql Ql e everity ategory Tz atchable Hosts
CVE-
91709 Microsoft Windows Elevation of Privilege Vulnerability - Zero Day 2020- 3 Windows  Confirmed No 5
17008
Showing 1 to 1 of 1 entries First Previous E’ Next Last

Click on the count of Total Hosts to view affected hosts for the QID or CVE.
Showing Affected Host for 91709

Showing 1 to 3 of 3 entries First Previous D Mext Last
Host ID IP Address Operating System Status
13128854 ‘v'\..mdt?'._vs Server 2012 R2 Standard 64 Active

bit Edition

P R )

13126853 Windows 10 Pro 64 bit Edition Version Active

2004
13126352 ‘v'\.-mdg'._vs Server 2012 R2 Standard 64 Active

bit Edition

Showing 1 to 3 of 3 entries First Previous Mext Last

Raw Data

There may be times when you want to see the raw data. Follow these steps:
1) Go to Log Activity tab and go to Advance Search field.

2) In the Advance Search field, post the sample AQL below. (Tip - For more AQLs please check
the Troubleshooting section in this guide.)

SELECT "Qualys Host Id", "Operating System", "Last Scan Datetime", "Tracking
Method", "Qualys QID", "Qualys Severity", "Detection Type", "Status" from
events where LOGSOURCENAME (logsourceid) = 'Qualys' OR

LOGSOURCENAME (logsourceid) = 'QualysMultiline'

3) Select the date range for which you want to see the data.
4) Click Search.

Depending on the results, you may want to change the date-time range to widen/shorten your
search span. You can also execute your own AQL queries to find more appropriate data. Please
refer to fields in “Qualys LEEF” log source to know the Qualys fields.

Input Logs
While running, host detection input sends its log to QRadar over syslog. To see them, you can

use the following AQL in Log Activity > Advance Search. Follow the same steps mentioned
above with below AQL.
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Host Detection

SELECT UTF8(payload) as utf8_payload from events where utf8 payload ILIKE
'%Qualys:HostDetection%' ORDER BY utf8_payload ASC

Knowledgebase

SELECT UTF8(payload) as utf8_payload from events where utf8_payload ILIKE
'%Qualys:Knowledgebase%' ORDER BY utf8_payload ASC

Qualys App for IBM QRadar
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Uninstalling the app
1) Uninstall the app from Admin > Extensions Management.

2) Delete saved searches for this app (in case of Qualys App version 1.0.1 or lower):
a. Go to Log Activity > Search > New Search.
b. In Available Saved Searches, find saved searches starting with “Qualys” and delete it.

3) Delete custom events for this app:
a. Go to Admin > Custom Event Properties.
b. Search and delete all entries assoclated with Qualys LEEF log source type. (How to do?
Just search “qualys” and delete all the entries that displayed in search results).

4) Delete Log Source extension:
a. Go to Admin > Log Source Extensions.
b. Delete entries with extension “QualysLEEFCustom_ext”.

5) Delete Log Source:
a. Go to Admin > Log Sources.
b. Delete log source named “Qualys” or “QualysMultiline”.

6) Delete custom event mapping from Qualys LEEF:
a. Go to Admin > DSM Editor.
b. Search and open Qualys LEEF and go to Event Mappings tab.
c. Delete the entry with Event ID / Category “Qualys” or “QualysMultiline”.
d. Click Save button and close the tab.

While uninstalling the app in unfortunate cases, it should be done cleanly. Any leftover artifacts
can potentially interfere with next installation attempt creating unstable state.

When app gets installed following components will get installed in QRadar, so to uninstall
completely following components also need to be removed.
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Troubleshooting

If you see no data

If the application isn’t bringing in your VM detection data, please go through the list below:

1) Check the data whether data indexing is happening properly with the help of AQL.
2) Check the app configuration.
- Check host detection ETL is enabled in Qualys App Settings.
- Check cron jobs scheduled properly. For more information about cron jobs
scheduling, refer https://crontab.guru/.
- Make sure you have the correct APl and access permissions.
- Make sure your credentials are correct.
- If you set start date-time, make sure it complies with Qualys required format.
- If you added extra API parameters, make sure the JSON is valid and that all the
extra parameters listed are valid.
Make sure application dependencies were installed correctly.
Make sure you have done Deploy Full Configurations and your TCP port in listening.
Make sure QRadar has Internet access and is able to reach your Qualys API server.
Check your host detection ETL is running:
Login to Qualys App container and run below commands :
ps aux | grep python

sh-4.1# ps aux | grep python
174 8. ) 7 5 y13 42 / /| y fusr/bin/supervisord -c fetc/supervisord.conf
176 8 6 S 7 5 a yth n.py

QU EW

27451 4 .8 pts/ & p—fEi:'l_hDS‘t_dEtEl:t:an_p'Jf -d
27467 8 0. B4 08 pts/14 S 0:29 : n

If your host detection job is not running

To run the host detection ETL, run the following command:
python /app/etl host detection.py -d

Once you run above command, make sure you can see screen like —
python /app/etl_host_detection.py -d
-19T10:29:30Z PID=27451 Qualys:HostDetection etl_host_detection INFO: Will be sending LEEF data to

-19T10:29:30Z PID=27451 Qualys:HostDetection utils INFO: START: vm detections xml clean-up.

-19T10:29:30Z PID=27451 Qualys:HostDetection utils INFO: vm_detections does not have any old xml files to clean.
-19T10:29:30Z S :HostDetection etl_host_detection INFO: Console IP:
-19T10:29:30Z PID=27451 Qualys:HostDetection etl host detection INFO: Opened socket connection to DSM Port:12468

If you get “[Errno 111] Connection refused” error

Following error messages will be displayed for different cases:
Case 1l

ERROR: Socket connection on port 12468 configured for 'QualysMultiline' log
source is refused, 'Deploy Full Configuration'. Error while connecting to
socket: [Errno 111] Connection refused

This error occurs when the Listen port is not LISTENING. You need to do the Deploy Full
Configuration on QRadar box to resolve this issue.

Case 2

Making Request - https://qualysapi.qualys.com/msp/about.php with PARAM: {}
2020-01-16T10:19:58Z PID=421 Qualys:HostDetection client ERROR: Error during
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request to https://qualysapi.qualys.com/msp/about.php:<urlopen error [Errno
111] Connection refused>

This error occurs if the proxy settings are not configured on Qualys App Settings page. You need
to configure proxy setup in Qualys App Settings.

If you see “HTTP Error 401: Unauthorized” error

This error occurs if you provide invalid credentials. To resolve this issue, check the API server
URL and credentials.

If you see the ‘Number of host detections logged = O’ in host detection

This can be due to following reasons:

e No scan was performed on the POD in the given period of time.

e No vulnerabilities are detected for the scan.

e If the API parameters are incorrect.
For Example, the 'vm_processed_after': '1999-01-01 00:00' is wrong in following API
Request.
https://qualysapi.qualys.com/api/2.0/fo/asset/host/vm/detection/ with
PARAM: {'truncation limit': 10, 'show results': 0, 'show igs': 1,
'output format': 'XML', 'show tags': 0, 'action': 'list',
'vimn_processed after': '1999-01-01 00:00"}

If you see “corresponding record not found in KB” message

The following message may appear in Host Detection logs:

A record for QID QID-Number found on Host %s, but its corresponding record
not found in KB. May be KB is not updated.

This means you have some detections of given QID, but since your knowledgebase is not up to
date, the app could not enrich the event data with QID details (like title, category, CVEs,
patchable etc.). Maybe you have not enabled the Knowledgebase input in Qualys App Settings.
Enable it and schedule it to run at least once a week.

If you see “Internal Server Error” while saving settings

1) This error occurs if Log Source ‘QualysMultiline’ is not configured. You need to complete Log
Source configurations.

2) This error occurs if ‘Deploy Full Configuration’ is not done before configuring Qualys App for
QRadar.

3) Log source TCP port is not listening. To check, run the following command on QRadar box.
netstat -tulpn | grep LISTEN

To enable TCP listen port, you need to Deploy Full Configurations. Even after the Deploy Full
Configuration, please contact IBM Support.

4) There might be some issue with cron service. Please follow the steps given below to identify
the issue.
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- Go to QRadar terminal and connect to Qualys app’s container. Check if cron service is up and
running, if it is not running, start it.

- If you do not find cron service, that means QRadar did not install cron while installing Qualys
app. You will have to manually install the cron service and start it. You can confirm the issue
from /store/log/startup.log file as well. It should indicate that cron installation failed.

If dashboard widgets are not showing data for multi-tenant environment

When the dashboard widgets are not loading or showing no data even if the data fetch is
completed -

e Check whether the "Event ID", "Event Category", and "Event Mapping" is created for the
desired log source as suggested.

e If more multiple log sources are created and the "Event ID", "Event Category" and "Event
Mapping" are created, make sure all of them are created in same specific order. Suppose,
if the user has 3 log sources - "QualysMultiline"(default), "QualysTokyo" and
"QualysBerlin", then while creating the event id and event category, order should be
similar in both.

If the order of creating "Event ID" and "Event Category" with respect to the desired log
sources mismatches, then the order in "QualysLEEFCustom_ext" may get affected and
hence events parsing may get failed. Also, the events may get addressed as "Unknown"
and not sent to the selected log source.

DSM editor doesn’t show Tags or DNS properties and you can’t add them

After installation of Qualys App, if DSM editor does not show TAGS and DNS properties, you can
try adding them manually. If you are unable to add them manually, please follow these steps:

1) Check if “QualysMultiline” Log Source has correct Log Source Type. If it is not correct,
delete the log source.

2) From DSM editor, delete the “Qualys LEEF” entry and create a new one. Add appropriate
event mappings as mentioned in the Check Log Source Event Mapping section of this
document.

3) Create a new Log Source using newly created “Qualys LEEF” as Log Source Type.

4) Complete Deploy Full Configurations step.

5) Go through the Check Custom Event Properties section of this document to make sure
event mappings are all correct.

If you need to delete and recreate Log Source Type “Qualys LEEF”

Add the following custom event properties to newly created Log Source Type. For each property
in the table below, Type should be “Regex”.

Property Name Log Source Log Event Name Expression
Type Source
App Version Qualys LEEF = All QualysMultiline Information = app_version=(["\t]+)
CVE Qualys LEEF = All QualysMultiline Information = cves=(["\t]+)
DNS Qualys LEEF = All QualysMultiline Information = dns=(["\t]+)
Detection Type Qualys LEEF = All QualysMultiline Information = detection_type=(["\t]+)
First Found Datetime Qualys LEEF = All QualysMultiline Information = first_found_datetime=(["\t]+)
Host IP Qualys LEEF = All QualysMultiline Information = ip=(["\t]+)
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Property Name

Last Fixed Datetime

Last Found Datetime

Last Scan Datetime
App ID

Last Test Datetime

Last Update Datetime

Network ID
Operating System
PCI Flag
Patchable

QID Category
QID Title

Qualys Host Id
Qualys QID
Qualys Severity
Severity Level
Status

Tags

Tracking Method

Log Source

Type
Qualys LEEF

Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF
Qualys LEEF

Qualys App for IBM QRadar

Log
Source
All

All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

Event Name

QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information
QualysMultiline Information

QualysMultiline Information

Expression

last_fixed_datetime=(["\t]+)
last_found_datetime=(["\t]+)
last_scan_datetime=(["\t]+)
app_id=(["\t]+)
last_test_datetime=(["\t]+)
last_update_datetime=(["\t]+)
network_id=(["\t]+)
os=(["\t]+)

pci_flag=(["\t]+)
patchable=(["\t]+)
category=(["\t]+)
title=(["\t]+)

host_id=(["\t]+)

qid=(("\t}+)

severity=(["\t]+)
severity_level=(["\t]+)
status=(["\t]+)

tags=(["\t]+)

tracking method=(["\t]+)



Helpful AQLs to check VM Detection Logs and Events

Use the following AQLs to check VM detection data and perform troubleshooting.

To check the logs

You can download app logs from Qualys App container. Go to Advanced tab and click Download
button next to Download Application Logs. You can also see ETL logs in ETL folder from the
downloaded zip file.

Get the PID (process id) of either etl_host_detection or etl_knowledgebase using the below
command inside the container:

cat app/host detection.pid

cat app/etl knowledgebase.pid

On the Log Activity search following queries under Advance Search. It will show you the log for
the particular PID (replace the <PID> with the appropriate process id):

SELECT UTF8 (payload) as utf8 payload from events where utf8 payload ILIKE
'$PID=<PID>%' ORDER BY utf8 payload ASC

SELECT UTF8 (payload) as utf8 payload from events where utf8 payload ILIKE
'%Qualys:HostDetection%' ORDER BY utf8 payload ASC

SELECT UTF8 (payload) as utf8 payload from events where utf8 payload ILIKE
'$Qualys:Knowledgebase%' ORDER BY utf8 payload ASC

SELECT UTF8 (payload) as utf8 payload from events where utf8 payload ILIKE
'$detections =%' ORDER BY utf8 payload ASC

SELECT UTF8 (payload) as utf8 payload from events where
LOGSOURCENAME (logsourceid) = 'Qualys' OR LOGSOURCENAME (logsourceid) =
'QualysMultiline'

To check the event data payload
SELECT LOGSOURCENAME (logsourceid) as logsourceids, UTF8 (payload) as

utf8 payload from events where LOGSOURCENAME (logsourceid) = 'Qualys' OR
LOGSOURCENAME (logsourceid) = 'QualysMultiline'

SELECT "Qualys Host Id", "Operating System", "Last Scan Datetime", "Tracking
Method", "Qualys QID", "Qualys Severity", "Detection Type", "Status" from
events where LOGSOURCENAME (logsourceid) = 'Qualys' OR

LOGSOURCENAME (logsourceid) = 'QualysMultiline'
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Known Issues

1.

Reports and search table rendering happens after all the records for search results are
fetched. Sometime is observed that reports rendering breaks for huge data while
processing and loading data table.

For Active Host widgets on Summary dashboard, the aggregate AQL returns maximum
1000001 hosts.

Previous Releases

Following were the updates from previous releases:

1.1.4

1.1.2

Improved fetching search results to have it incremental for Reports and Search
We have improved loading of the knowledgebase data table

You'll be able to provide QRadar authentication token for better security while
interacting with QRadar

You'll see query progress percentage on dashboard widget, reports, and search

Only potential and confirmed vulnerabilities will be fetched by default. If user need
Information Gathered vulnerabilities, that can be configured from Settings page

We have fixed widget reloading issue and now loading speed of Summary dashboard
AQLs for rendering widgets is improved

You'll be able to download logs from Qualys App Settings page

If the KB file is not updated, then NA will be provided for the QIDs in the host
information.

Updated the configuration missing warning on Qualys App dashboard. If any data pull is
not enabled, then it will show data pull specific warning.

Updated the reports and search data tables to show the row details. The outer row will
show important information and the inner rows will show associated rows.

jQuery updated to 3.5.1 version.
Using ([*\t]+) in all the custom event properties regex.

If the data feed is running for HD or KB it will update the setting page tabs accordingly
with the process ID.

Non-Admin users can access the Qualys app for QRadar.

How to manage user roles?
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1.1.1

- We have fixed an issue where 'Internal Server Error - 500" message was displayed on
Settings page. This was occurring due to the App was not able to fetch DSM Port which is
need for TCP Multiline Socket Connection.

- We have fixed and issue where '[Errno 111] Connection refused' message occurs if the
DSM port is not listening and when the user tries to fetch Host Detection or
Knowledgebase Data. For more details, refer Troubleshooting section.

- From Qualys App for QRadar version 1.1.1, API Password and Proxy Server Password 1s
encrypted.

- From Qualys App for QRadar version 1.1.1, the proxy server password is masked while
configuring proxy.

- While using the HTTPS in proxy URL, app uses ca-bundle.crt file. By default, IBM QRadar
provides this file. If the user wants to use their CA certificate file, they should follow the
steps given in the link:
https://www.ibm.com/support/knowledgecenter/en/SS42VS 7.3.2/com.ibm.gradar.doc/t
gradar adm updates proxy.html

Qualys Support

If you tried the troubleshooting steps but still need help, please contact Qualys Support at
https://www.qualys.com/support/

Provide the following information to Qualys Support:

- Qualys App version number

- QRadar version number, including the patch number

- Steps to reproduce the issue

- Note any manual changes done to Qualys app’s code

- Note any manual changes done to Qualys app’s container

- Please download the logs from Admin > Qualys App Settings page and attach
them to your support case.
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